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Executive Summary 
 
Identity fraud is now the defining security challenge for global financial services. 
The systems that banks and financial institutions rely on to answer the most basic 
question in finance, namely, "Is this person who they claim to be?" are failing at 
an industrial scale and misaligned with ongoing innovations in financial services 
that trend toward more web-native and mobile workflows. 
 
According to a 2025 TransUnion survey, “[C]ompanies worldwide lost 7.7% of 
their annual revenue on average due to fraud over the past year, representing an 
estimated $534 billion across the 1,200 business leaders surveyed.”  Javelin 
Strategy & Research's 2025 Identity Fraud Study found that U.S. consumers lost 
a total of $27.2 billion to identity fraud in 2024, a 19% increase from the prior year. 
Sumsub found that deepfake attacks increased by 1,100%, and AI-generated 
document forgery, driven by new consumer accessible tools, emerged as a new 
category, accounting for 2% of all detected fake documents in 2025. Sumsub 
notes that in 2026, “protection mechanisms must evolve faster to block such 
attempts.”  In short, the vast majority of fraud has roots in identity compromise 
and vulnerabilities. 
 
This crisis is colliding with the most significant structural transformation in financial 
services since electronic trading. Bloomberg reports that total stablecoin 
transaction volumes increased by 72% to $33 trillion in 2025, based on data 
compiled by Artemis Analytics.  
 
The GENIUS Act, signed into law in July 2025, established the first federal 
regulatory framework for payment stablecoins in the United States, mirroring 
existing global stablecoin adoption. The Act explicitly requires stablecoin issuers 
to implement comprehensive KYC, anti-money-laundering (AML), and customer 
identification programs (CIP). Europe's MiCA regulation, Hong Kong's Stablecoins 
Ordinance, and frameworks across Asia-Pacific have parallel requirements.  
 
U.S. Treasury recently released its report to Congress on Innovative Technologies 
to Counter Illicit Finance Involving Digital Assets, which explicitly highlights the 
use of modernized identity form factors including mobile driver’s licenses (mDLs) 
and verifiable credentials for application of KYC/CIP workflows. This guidance 
highlights how VCs can enhance KYC/CIP while providing essential privacy 
protections, combatting AI-related threats like deepfakes and the growth in the 
use of agentics across financial services (including digital assets) to reinforce the 
core tenets of the GENIUS Act.  As such, the advent of high assurance, root-of-
trust VCs comporting to the NIST assurance level standards becomes the 
foundation for the sector’s compliance with KYC/CIP requirements. 
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Specifically, the recent report from the U.S. Department of the Treasury points out 
that “Identity fraud and theft by illicit actors are a significant threat to the financial 
sector” and that “[l]everaging new technologies to combat identity fraud is an 
urgent need.”  
 
The Treasury identified VDCs as representing an innovative means for financial 
institutions to “conduct customer identification and verification while minimizing 
the amount of sensitive data collected.” The report continues, “While the 
applicability of each of these tools varies, they offer a potential pathway to support 
intermediaries’ ability to mitigate identity fraud and other sources of identity-
related illicit finance risk mitigation in the digital asset ecosystem.” 
 

 
VDCs enable decentralized identity. A VDC is a digitally signed, tamper-evident container for 
identity data held by the individual in a digital wallet on their smartphone and fully under 
their control.  
 

 
VDCs enable decentralized identity. A VDC is a digitally signed, tamper-evident container for 
identity data held by the individual in a digital wallet on their smartphone and fully under their 
control. 
 
A credential holder receives a request from a relying party to present their credential for 
verification purposes. If they consent to do so, the cryptographic nature of the credential means it 
can be verified instantly, anywhere, without contacting the original issuer or a third-party identity 
manager.  

 

 
 

 Figure 1: The Verifiable Credential Trust Triangle — Issuer, Holder, Verifier 
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When VDCs are combined with document authentication and biometric verification, the result is a 
digital credential that binds authenticated biometric and validated personal data to the individual 
they refer to at an appropriately high level of assurance.  These assurance levels are determined 
by the methodology and veracity by which identity is proven and verified using multiple tools 
including biometrics, root-of-trust identity document authentication, and whether engagement is in-
person and/or remote/web-based (see IAL2 and IAL3)--  1 as defined in NIST Special Publication 
800-63, the U.S. federal standard for digital identity verification. It is also conformant with the 
Kantara Initiative's Identity Assurance Framework, which provides independent third-party 
certification against the NIST 800-63 requirements. And it does so in a manner that is also privacy-
protecting and compliant with the most stringent global standards on data collection, sharing, and 
protection. 
 
This is what IDEMIA’s best-in-class identity proofing and biometric capabilities, 
powered by Indicio’s KYC Verifiable Credentials, provides. 
 
For financial institutions, the benefits are immediate and measurable. KYC onboarding can move 
from days to minutes, unlocking trapped liquidity and accelerating immediate onboarding to 
accounts, services enablement, and capital deployment.  
 
Fraud exposure drops as the structural vulnerabilities of centralized identity are removed and the 
exposures to personal identifying information (PII) and personal data are minimized. Compliance 
costs and associated risk fall because organizations verify cryptographic proofs rather than storing 
and managing sensitive personal data — including biometrics — eliminating the honeypot problem 
and simplifying adherence to GDPR and equivalent regulations worldwide. Customers get the 
seamless, privacy-respecting experience they increasingly demand. 
The IPS-Indicio solution supports every major identity standard through a single integration — ISO 
18013-5 and 18013-7 for mobile documents, EUDI, W3C Verifiable Credentials, ICAO Digital 
Travel Credentials, and ePassports — enabling institutions to deploy once and operate across 
Europe, the Americas, Asia-Pacific, Africa, and the Middle East.  
 
A credential issued by a bank in London can be verified instantly by a fintech in New 
York or a regulator in Singapore without anyone calling the other’s API. 
 
The institutions that adopt this solution first will have the advantage of enabling customers faster, 
capturing faster capital flows, lowering fraud exposure, reducing compliance costs, and 
strengthening the trust of a market that demands portable, cryptographic trust. Those who wait will 
be competing using paper-based systems in an era that has moved decisively to digital.  

 
IIdentity Assurance Levels are defined by the National Institute of Standards and Technology (NIST) as the following: 

• IAL2 (Identity Assurance Level 2): This level requires a high degree of confidence that an individual is who they claim to be—
biometric verification methods such as facial recognition can be used (if done in accordance with NIST data security standards) to 
fulvill IAL2 verification – in both remote and in person contexts.  

• IAL3 (Identity Assurance Level 3): IAL3 is a higher level of identity assurance that requires 
physical presence or supervised remote identity proofing, which includes biometric verification methods.  
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1. The Identity Crisis in Financial Services 
 
The cost of ineffective and inefficient (redundant) centralized identity infrastructure in financial services is 
staggering, and only accelerating due to the risk posed by agentic AI capable of simulating people, their identity 
documents, and their behaviors.  
 
As multiple equities within a financial service organization look to strengthen their processes to both protect 
against fraud and illicit activity and ensure low-friction enablements for employees, contractors and clients alike—
common identity tooling has emerged as the common throughline between KYC/compliance departments, 
security and cyber leadership, anti-fraud teams, onboarding and human resource teams and IT support, among 
others.   
 
As AI tools are increasingly enabled in these internal and externally facing environments, so are the threat vectors 
identity vulnerabilities become.  AI tools also allow bad actors to inexpensively ramp up social engineering and 
synthetic identity attacks on institutions.   
 
 

$534B 
Global cost of digital fraud in 2025 
— Infosecurity Magazine 

$206B 
Spent by banks globally on 
compliance 
— Bank Policy Institute 

$47B 
Lost to identity fraud in U.S. in 
2024 
— AARP & Javelin Research 

$40B 
Projected loss to fraud from gen AI 
by 2027 
— Deloitte Center for Fin. Services 

180% 
Global increase in sophisticated 
fraud 2025 
— Sumsub Identity Fraud Report 

 

 
 
These are not abstract statistics. They describe a world in which the fundamental question, “Is this person who 
they claim to be?” can no longer be reliably answered in a cost-effective manner by centralized identity 
technology. 

1.1 The Honeypot Problem 
 
Centralized identity systems create centralized vulnerabilities. Every database of personal or biometric data is a 
honeypot for attackers. Data breaches at identity providers, financial institutions, and government agencies that 
hold penetrable data repositories expose millions of records at a time, providing raw material for the next 
generation of synthetic identity and impersonation attacks (among other exploitations), fraud, and illicit activities. 
This is a structural flaw, not a failure of implementation. No amount of additional security layers around a 
centralized database can eliminate the fundamental risk of storing sensitive identity data in one place. The 
architecture itself is the vulnerability. 

1.2 The Limits of Multi-Factor Authentication 
 
Multi-factor authentication has been the standard response to identity fraud for over a decade. But it’s an 
approach that adds friction without solving the underlying problem: the factors themselves — passwords, SMS 
codes, authenticator tokens— are still susceptible to phishing, SIM-swapping, and social engineering.  
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And as with biometrics, AI tools have improved the odds of getting around this defense: from “push bombing,” 
where hackers, who have already obtained a user's password, flood a victim's device with constant push 
notifications in an attempt to force acceptance of a prompt, to automated phishing kits, which can generate 
domains and clone login portals.   
 
Adding more factors to a fundamentally broken model produces diminishing returns at increasing friction for 
customers. The fundamental problem is a centralized architecture that is inherently vulnerable. Solving this 
fundamental problem requires a new architecture entirely free of these vulnerabilities. 

1.3 KYC’s Paper-thin Defense 
 
Know-Your-Customer processes in most financial institutions still rely heavily on manual review, in-person 
verification, and subjective judgment. This means they can be bypassed by forged and faked documents, 
synthetic identities, and social engineering scams.  
 
Generative AI has made it easier to create fake identity documents that can bypass legacy KYC checks in 
minutes. These tools are now available by subscription from Fraud-as-a-Service (FaaS) platforms at low cost. 
Interpol’s Global Financial Fraud Threat Assessment 2026 notes that AI-enabled fraud is 4.5 times more 
profitable than traditional methods, with FaaS lowering the skill barrier to entry. 

1.4 The Deepfake Existential Threat 
 
In recent years, the world has invested billions of dollars in biometric systems on the premise that “your face can 
be your password.” Then generative AI arrived and rapidly made it easy to fake biometrics. Deepfakes can now 
defeat many liveness checks. Synthetic identities combine real and fabricated data to pass document verification. 
And unlike passwords, a compromised biometric cannot be reset. You cannot change your face. 
 
Deepfakes are widely seen as an existential threat to business. Threatening the entire trust model on which digital 
finance depends.  

1.5 Summary 
 
These challenges and risks are not the only factor driving the need for a new approach to identity authentication. 
They overlap with digital transformation in finance and banking infrastructure itself, the combined push for 
efficiency and innovation in financial services and products to address customer and business needs in a digital 
world.  
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2. The Digital Finance Inflection Point 
 
The financial system is undergoing its most significant structural shift since the introduction of electronic trading. 
Traditional payment rails are being challenged by faster, cheaper, and more accessible alternatives. Stablecoins, 
digital assets pegged to fiat currencies and operating on public blockchains, are no longer speculative novelties.  
 
Automated and programmable money — peer-to-peer (P2P) and account-to-account (A2A) payments — reflect a 
new reality where transactions are expected in near real time between businesses and individuals and even 
governments, requiring instant liquidity, clearing, and settlement. These nuances force compliance and security 
protocols such as counterparty affirmations, sanctions adherence, and travel rule compliance (ensuring the bona 
fide background information is affirmed alongside, if not with, payment flows). These identity-related activities 
must keep up with this evolution in payments. 
 

Stablecoin transactions hit $33 trillion in annual volume in 2025, growing 72% year-over-year (Market 
News). a16z's State of Crypto 2025 report found that monthly adjusted stablecoin transaction volume 
approached $1.25 trillion in September 2025 alone, and notably, this activity was largely uncorrelated with 
broader crypto trading volume, which indicates non-speculative use and product-market fit.  
 
Total remittance flows to low- and middle-income countries surpassed $650 billion in 2024, with stablecoins 
capturing an increasing share by offering near-instant settlement at a fraction of the cost of traditional 
providers. 

 
Decentralized finance protocols now enable lending, trading, and yield generation around the clock, globally, 
without intermediaries. Major corporations, including Visa and Stripe, are settling treasury transactions in 
stablecoin on public blockchains. These developments represent an “always-on” global financial services 
ecosystem that operates at the speed of the Internet and increasingly without dependencies to human 
interactions and third-party intermediary interventions. 

2.1 Decentralized Identity: The Foundation for Stablecoin Compliance and 
Security 
 
But stablecoins, and digital finance broadly, cannot scale without solving identity authentication. Every regulatory 
framework emerging around digital finance — the GENIUS Act in the United States, the Markets in Crypto-Assets 
regulation (MiCA) in Europe, Singapore’s Payment Services Act — requires robust, verifiable identity for 
compliance.  
 
Financial institutions need to know their customers. Customers need to know they are interacting with legitimate 
institutions. And any advancement towards AI agents acting on behalf of either party will need authenticated 
identities for both for their to be trust. 
 
For all the reasons outlined in section one, legacy identity authentication cannot meet these market 
needs. 
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3. Verifiable Credentials: A New Architecture for Financial 
Trust 
 
Digital identity is one of the core technology pillars of the U.S. Treasury’s approach to illicit finance around digital 
assets. In its March 2026 Report to Congress, the Treasury notes that: 
 

“[V]erifiable credentials represent innovative means for financial institutions, including DASPs, [Digital Asset 
Service Provider] to conduct customer identification and verification while minimizing the amount of sensitive 
data collected.” 

 

“Financial institutions that have conducted customer identification and verification may issue credentials that 
can be held by a financial institution or individual and then shared with other financial institutions for customer 
due diligence purposes. These tools can be queried for the specific information required on a ‘need-to-know’ 
basis.” 

 
The Treasury noted that it would encourage “the development and integration of digital identity tools aimed at 
countering illicit finance,” and “explore working with Congress on ways to better enable third-party service 
providers to conduct identity verifications and issue VDCs that can be accepted by financial institutions to fulfill 
elements of customer identification and verification requirements." 

3.1 What Is a Verifiable Credential? 
 
Verifiable Credentials represent a fundamentally different approach to identity than other technologies. Rather 
than storing personal data in centralized databases and asking relying parties to trust the custodian, Verifiable 
Credentials place identity data in the hands of the individual: the data is cryptographically signed, tamper-evident, 
and instantly verifiable by anyone, anywhere, without contacting the issuer or a third party.  
 
The easiest way to understand what a Verifiable Credential is is to think of it as a digitally-signed container for 
claims — pieces of information such as a name, date of birth, nationality, or account status — that can be held by 
an individual in a digital wallet on their smartphone. The credential is issued by a trusted authority (a government, 
a bank, an employer) and cryptographically signed so that: 
 

• The origin of the credential can be instantly and independently verified. 

• Any attempt to alter the data within the credential is immediately detectable. 

• The digital signatures are resistant to reverse engineering by AI. 

 
Because each data attribute within the credential is individually signed, verifiable credentials support selective 
disclosure: a user can share only the specific details required for a given interaction, revealing nothing else. For 
instance, a bank can verify that a customer is over eighteen and a resident of a particular jurisdiction without ever 
seeing their full date of birth or home address. 
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3.2 How Verifiable Digital Credentials Change the Data Model 
 
The shift from centralized to decentralized identity changes every aspect of how identity data flows through 
financial systems: 
 

• Holder-controlled: Individuals hold their own credentials in a digital wallet. They decide when, where, and with 
whom to share their data. Consent is built into every interaction. 
 

• No data hoarding: Relying parties do not need to store personal data in order to verify it. They verify a 
cryptographic proof and make a trust decision. This eliminates the honeypot problem entirely. 

 
• Portable and reusable: A credential that is issued once can be used across institutions, applications, and 

borders. KYC performed at one bank can be instantly reused at another without repeating the process of 
identity proofing and credential issuance. 

 
• Offline-capable: Credentials can be presented and verified offline via BLE, NFC, or other hardware, making 

them reliable even where connectivity is weak or unavailable. 
 
The result is reusable, trustworthy identity data that can move safely across applications, organizations, and 
international boundaries — without creating the centralized vulnerabilities that sustain identity fraud. 

3.3 How VDCs Put the User Back at the Center 
 
The evolution of user-controlled credentials 
both shifts the liability burden and puts the 
rightful owner back in charge of their identity, 
while affirming it to a verifier. In the legacy 
analog world, banks were “anointed” to 
determine if a user was actually who they 
claimed to be. Decentralized technology now 
allows individuals (or entities) to validate 
themselves in a safer, more secure manner.  
 
This simultaneously decreases the risks 
associated with fraud, abuse, and theft while 
empowering data control at the individual 
level. With the ability to affirm multiple 
attributes and a protective architecture that 
allows selective disclosure, VDCs allow the 
user to replace the banks and control both 
their own data and who gets to verify them. 
 
 
 
This architecture brings the following benefits: 

✓  Faster processing / 
Interoperable across enterprise 

✓  Reusable / eliminate 
redundancies 

✓  Near real-time / instant 
recognition 

✓  Reduces fraud / increases 
assurance 

✓  Reduces risk & legal exposure ✓  Privacy by design 

Figure 2: VDCs Shareable by User for Verification to Access Different 
Services 
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4. IDV + Biometric Authentication in Verifiable Credentials 
 
The technical heart of the IDEMIA Public Security x Indicio solution is the binding of authenticated biometrics to 
tamper-proof verifiable credentials. This is what transforms a credential from a signed data container into the 
highest level of digital identity assurance available — and the only architecture that structurally defeats deepfakes 
and synthetic identities rather than attempting to detect them after the fact. 

4.1 How It Works: From Document to Credential 
 
The credential issuance process combines document authentication and biometric verification in a single, 
streamlined flow: 
 

 
Figure 3: Issuing a Credential — End-to-End Flow 
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IDEMIA Public Security’s Identity Proofing Platform (IDV):  
 
IDEMIA’s enroll and verify flow enables the following core activities: 
 
1) Verify identity 

a. Capture of ID documents (physical 
and mobile form factors) and 
biometrics (e.g. portrait/selfie, 
fingerprints, signatures) is performed 
through QR codes, APIs and SDKs. 
 

b. Read and authenticate multiple 
identity documents including ID 
cards (contact, contactless, 
barcodes, driver’s licenses, 
passports (including NFC/MRZ) 
 

c. Verification of the user’s biometrics 
including selfie/liveness, 1:1 and 1:N 
matching (ID against the individual’s 
identity vs a broader set of 
watchlists/screening registries and 
for de-duplication) 
 

2) Remote identity verification through our 
document authentication and capture, user 
verification and a host of counter-fraud 
checks including system-of-record checks 
and non-identity document and fair 
evidence/third party checks (e.g. credit 
bureaus, sanctions watchlists, etc.) 
 

3) Enroll and enable secure, frictionless access 
– by enabling secure identity and 
authentication for digital access, which can 
be enabled more seamlessly through VDCs 
that are shared by the user when access is 
needed. 
 

4) IDEMIA Public Security facilitates  
 
interoperability with physical, logical, and 
digital identity and access management 
modalities. 

a. IPS can enable interoperability 
between multiple credential types 
and ecosystems – e.g. Microsoft 
Entra Verified ID 

If everything matches, the individual is issued a Verifiable Credential, which is stored in their digital wallet. This 
credential contains their verified data, including authenticated biometrics. The entire process meets market 
expectations for speed in digital experiences, while ensuring essential security and compliance processes related 
to sensitive personal and financial data are adhered to.  
                                     

Figure 4: IDEMIA Identity Proofing Platform 
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The individual now holds a fully portable, cryptographically secured proof of identity that they control and 
consent to share.  
 
When issued in multiple credential formats, this cryptographically secure proof can be used anywhere in the 
world, by any other third party, to verify the customer’s identity. This enables financial institutions to create 
frictionless partnerships with global financial institutions and other multi-national and cross-jurisdictional industries 
like travel, hospitality, and healthcare. 
 

 
Figure 5: Verifying a Credential — End-to-End Flow 

 
When a credential holder needs to prove their identity — opening a bank account, accessing a decentralized 
finance (DeFi) protocol, authenticating a cross-border payment — the verification process is equally streamlined: 
 

● The individual presents their VDC from their digital wallet. 
 

● Verifier software cryptographically confirms who issued the credential and that the data has not been altered 
since issuance.  

 
● If the issuer is trusted (e.g., the issuer is a bank) the information can be trusted and acted upon immediately, 

providing frictionless access to an account or sufficient proof for accepting a payment.  

4.2 A Deepfake Deterrent 
 
The IDV process and credential issuance also provides a powerful way to simply bypass deepfakes.  
Document capture: The individual scans their passport or government-issued identity document using the IPS 
software on their smartphone. For passports, the software ingests data embedded in the passport’s NFC chip and 
optically reads the printed data. With passports, the biometric image and identity data embedded in the chip 
cannot be altered in transit. 
 
For driver's licenses and national ID cards, the software performs optical capture and validation against a 
comprehensive database of identity document templates, authenticating security features, detecting forgeries, 
and extracting verified biographic data.  
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Where the individual holds a mobile driver's license (mDL) or mobile document (mdoc) issued under ISO 18013-5 
or 18013-7, the software can receive and validate the credential directly — device-to-device over NFC or BLE — 
without optical scanning.  
 
Because mdoc/mDL credentials are cryptographically signed by the issuing authority, validation confirms both the 
authenticity of the credential and the integrity of the data it contains, providing the same level of assurance as 
reading a passport's NFC chip, but for a much broader range of government-issued identity documents. In all 
cases, the verified identity data is then bound to a Verifiable Credential that the individual holds on their device. 
 
Liveness capture: The individual captures a self portrait, and the software performs a liveness check. State-of-
the-art face-mapping software compares this live capture with the embedded biometric from the passport or the 
visual image in a non-chipped government ID to ensure they represent the same person. 
 
Server-side verification: The information is sent across an encrypted channel for verification. IDEMIA Public 
Security’s document authentication technology validates the authenticity of the identity document, while biometric 
verification confirms the liveness check matches the embedded biometric. 

4.3 Bring Your Own Biometrics 
 
With an authenticated biometric in a digitally-signed, tamper-evident Verifiable Credential, a person can instantly 
prove they are not presenting a deepfake, as any real-time liveness capture can be cross-checked against the 
authenticated biometric stored in the credential. 
A deepfake can fool perceptual systems (eyes, cameras, and even some AI detectors), but it cannot produce a 
valid digital signature from a credential issuer’s private key.   
 
 
Critically, the relying party never needs to store the biometric data to verify it. The verification 
is performed against the credential’s cryptographic proof. 
 

 
This doesn’t just save biometric infrastructure, it expands its value, as authoritative identity verification now 
requires none of the complex, centralized, back-end infrastructure to store biometric data for verification. 
 
This is also a breakthrough for compliance: organizations can perform government-grade biometric authentication 
without the cost, risk, and regulatory burden of maintaining biometric databases.  
 
By turning authenticated biometrics into portable cryptographic proofs, the IPS-Indicio solution collapses the 
layers currently needed for biometric authentication: API calls to centralized databases and the compliance 
checks and security around protecting that centralized database.  
 
Instead, the biometric verification is cryptographic rather than database-dependent, and the relying party never 
stores the biometric data at all. This means the per-verification cost drops becomes almost negligible after initial 
issuance, and the breach liability and compliance overhead diminish. 
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5. Privacy by Design: Compliance as a Feature, Not a 
Burden 
 
For financial institutions, compliance with data protection regulations represents one of the largest and fastest-
growing cost centers. Storing, managing, securing, and demonstrating lawful processing of personal data, 
especially biometric data, creates ongoing regulatory risk, operational complexity, and potential liability. Such 
requirements exacerbate honeypot and penetration attack risks, especially in highly regulated sectors such as 
financial services, where personal data and personal financial and economic data need to be protected. The use 
and binding of VDCs ensures protection of this data while simultaneously addressing the verification and 
authentication needs. 
 
Further, beyond core identity verification, financial firms need to also conduct additional or enhanced due 
diligence, depending on the risk associated with their client and their activities. Sanctions status, whether they are 
a politically exposed person (PEP), or if they are accredited or high net worth—all impact the risk associated with 
providing services, and, as such, must also be verified and monitored.  
 
These affirmations are additional attributes that can be attached to VDCs and be verified just as easily when 
needed. Attaching these attributes to a VDC can be done using the same security affirmations as the 
device/identity binding conducted in initially creating the VDC, without requiring customer reaffirmation or 
disclosure. 
 
Verifiable credentials transform this equation by making privacy the default architecture. 

5.1 How VCs Satisfy Data Protection Requirements 
 
The verifiable credential model is built on privacy-by-design principles that directly address the core requirements 
of regulations like GDPR and other emerging frameworks worldwide: 
 

• Data minimization: Users share only the specific data attributes required for a given interaction, nothing more. 
A proof of age does not require disclosing the exact date of birth. A proof of residence in a jurisdiction does not 
require revealing an exact address. 
 

• Purpose limitation: Data is shared selectively according to the purpose of the interaction. Consent is explicit 
and recorded at every step. 

 
• No data hoarding: Relying parties verify cryptographic proofs without needing to store the underlying personal 

data. This eliminates the vast majority of data-storage obligations and breach risk. 
 

• Zero-knowledge proofs: For additional privacy, some credential formats can be verified using zero-knowledge 
proofs that confirm a claim is true without revealing the underlying data at all. So, for example, a financial 
institution can confirm that a customer meets a regulatory threshold without seeing any personal information. 

 
 

The combination of data minimization, consent, and no data-hoarding transforms compliance with GDPR and 
equivalent regulations from an expensive burden into an inherent feature of the technology. 
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5.2 The Biometric Compliance Breakthrough 
 
Biometric data is the most heavily regulated category of personal data under most privacy frameworks. Storing 
biometrics creates significant regulatory exposure, particularly when operating across jurisdictions with different 
requirements. 
The IPS-Indicio solution substantially reduces this exposure. Because biometric verification is performed against 
the credential’s cryptographic proof rather than a stored biometric template, organizations can authenticate 
biometrics without ever storing biometric data. This removes one of the most significant barriers to global 
expansion for financial institutions: the fear that biometric data storage in one jurisdiction will create compliance 
violations in another. 

5.3 Cross-Jurisdictional Readiness 
 
Financial institutions operating globally face a patchwork of privacy regulations. Rather than building jurisdiction-
specific compliance architectures, the VDC model provides a unified approach that satisfies the most stringent of 
data protection requirements.  
Credentials that meet GDPR’s stringent standards are inherently compliant with less restrictive frameworks, 
positioning institutions for whatever regulatory requirements may emerge next,      including the EU’s mandate to 
make digital identity technology available to every citizen, resident, and business in Europe by the end of 2026. 
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6. Interoperability: One Integration, Global Reach 
 
The fragmentation of identity standards across jurisdictions is one of the primary barriers to scaling digital 
financial services globally. A credential format accepted in Europe may not be recognized in Asia-Pacific. A 
mobile driver’s license valid in one U.S. state may not interoperate with systems in another. Financial institutions 
expanding internationally face the prospect of building and maintaining separate identity integrations for every 
market they enter. 
 
The IPS-Indicio solution is designed to eliminate this fragmentation through a single integration point that supports 
every major identity standard. 

6.1 Standards Supported 
 
Together, Indicio and the IDEMIA Public Security platform provides out-of-the-box support for: 
 

• ISO 18013-5 and 18013-7: Mobile driver’s licenses (mDLs) and mobile documents (mdocs) for both proximity 
and remote verification.  
 

• European Union Digital Identity (EUDI): Full compatibility with the EU’s new digital identity specifications and 
wallet framework. 

 
• W3C Verifiable Credentials and Decentralized Identifiers: The foundational web standards for decentralized 

identity. 
 

• ICAO Digital Travel Credentials (DTCs): Supporting the aviation industry’s emerging digital passport and 
travel document standards.  
 

• ePassports: Direct chip authentication for government-issued travel documents worldwide. 
 

 

 
Figure 6: Integrated Identity Proofing, Verification, and Sharing 
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This means that a credential issued by a bank in London can be verified instantly by a fintech in New York or a 
regulator in Singapore — without anyone calling the other’s API while protecting the underlying identity and 
attribute information associated with the user/client—maintaining core security requirements while making such 
sharing inter- and intra-institution possible globally. 

6.2 What Interoperability Means for Financial Institutions 
 
For banks, exchanges, and payment providers, interoperability translates directly into competitive advantage. 
Rather than building bespoke identity integrations for each new market, institutions deploy once and operate 
everywhere. Customers verified in one jurisdiction carry that verification seamlessly into others. Compliance with 
divergent regulatory requirements is handled by the platform rather than by the institution’s development team. 
 
This is particularly critical for the stablecoin ecosystem, where regulatory fragmentation across jurisdictions is one 
of the key barriers to adoption. Interoperable VDCs solve the identity side of that problem, providing the 
compliance infrastructure that allows digital financial services to scale across borders and across centralized, 
decentralized, and P2P environments, and can accommodate both on- and off-chain verification needs where PII 
is never exposed. 
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7. The Business Case: ROI and Competitive Differentiation 
 
The case for verifiable credentials in financial services is not primarily technological — it is economic. Every 
dimension of the technology maps to measurable business impact. 

7.1 Reduce Fraud, Liability, and Exposure 
 
A Verifiable Credential with an authenticated biometric offers the highest possible digital identity assurance. The 
combination of chip authentication, biometric verification, and mutual authentication prior to data sharing 
materially lowers social-engineering and document fraud, and provides a structural defense against deepfakes.  
This is not an incremental improvement in detection rates — it is the elimination of the attack surface that 
deepfakes exploit. 

7.2 Unlock Liquidity 
 
Inefficient KYC is a choke point for global capital. When onboarding moves from days to minutes, capital 
deployment accelerates: escrow releases, trade settlements, and cross-border transactions all move faster. For 
institutions where time-to-fund directly affects revenue, the impact is immediate and significant. 

7.3 Lower Compliance Costs 
 
By shifting from document warehousing to on-device cryptographic verification, institutions minimize stored 
personal data and the regulatory burden that comes with it. Fewer data-storage obligations, reduced breach risk, 
simpler audit trails, and lower insurance costs all contribute to a meaningfully lower compliance cost structure. 

7.4 Operational Savings 
 
With fewer manual reviews and re-verifications, fewer false positives, and shorter support interactions, the 
technology allows institutions to focus their resources on serving customers rather than verifying them. 

7.5 Customer Delight 
 
With one-time verification that is widely reusable, seamless digital experiences thanks to real-time authentication, 
and customers given back control over their own data, this all represents a major competitive advantage in a 
market where onboarding experience directly influences conversion and retention. 

7.6 Competitive Differentiation 
 
Early adopters of verifiable credential infrastructure position themselves to attract privacy-conscious consumers, 
to expand into new markets without the need for jurisdiction- specific identity builds, and to offer a fundamentally 
better customer experience. Institutions that delay will find themselves competing with higher costs, slower 
onboarding, and greater fraud exposure. 
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8. Conclusion: The Identity Infrastructure Digital Finance 
Has Been Waiting For 
 
The age of decentralized identity and cryptographic verifiability is here. It removes the underlying and intractable 
vulnerabilities in legacy centralized identity authentication that are now exploitable on an industrial scale by AI-
driven fraud-as-a-service.  
 
Verifiable Credentials with authenticated biometrics close this gap. They provide the portable, cryptographic, 
privacy-preserving identity layer that traditional and digital finance requires — one that works across institutions, 
jurisdictions, and credential standards through a single integration.  
 
They defeat deepfakes and synthetic identities by changing the architecture rather than adding detection layers;. 
they transform compliance from a cost center into a built-in feature; and they are ready for what comes next: 
quantum computing, AI agent commerce, and regulatory frameworks that have yet to be written. 
 
Verifiable credentials provide a practical and sustainable solution to deploying AI in beneficial ways, from 
customer services to automating systems by giving AI agents verifiable identities and enabling them to verify 
customers and other agents.  
 
The IPS-Indicio partnership delivers this technology as a production-ready platform. It combines IDEMIA Public 
Security’s world-leading identity proofing platform with Indicio’s globally interoperable verifiable credential 
infrastructure to create the most comprehensive digital identity solution available for financial services — one that 
can be deployed rapidly as a digital trust layer that fits into existing systems. 
 
In conclusion, the institutions that move first will capture faster capital flows, lower their fraud exposure, reduce 
compliance costs, and gain the trust of a market that increasingly demands privacy, security, and seamless 
experiences; while those who wait will be left behind, weighed down by systems designed for paper in an web-
native era. 
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About IDEMIA Group 
 
IDEMIA Group is a global technology leader with more than 12,500 employees worldwide. Its two market-leading 
divisions deliver mission-critical solutions that simplify and secure interactions in the physical and digital realms: 
 

• IDEMIA Secure Transactions (IST) is the leading technology provider making it safer and easier to pay and 
connect. With unmatched expertise in cryptography and credential issuance, IST is trusted by over 2000 
financial institutions, mobile operators, automotive manufacturers, and IoT providers worldwide. Every day, IST 
secures billions of essential transactions, ensuring the highest levels of data protection and convenience. 
 

• IDEMIA Public Security (IPS) is a trusted provider of government-grade and secure biometric-based solutions 
for 600 government, state and federal agencies. With decades of experience in biometric technologies, IPS 
enables safer, frictionless and fairer ways to secure travel, access and citizen protection. 

 
For more information, please visit www.idemia.com 
 
 
 

 
 
About Indicio 
 
Indicio, PBC is the leader in decentralized identity infrastructure, providing the technology that makes verifiable 
credentials work at enterprise scale. Its platform and tools give organizations everything they need to issue, verify, 
manage, and hold digital credentials across standards, formats, and jurisdictions: 
 

• Indicio Proven is a complete, production-ready platform for verifiable credential issuance, verification, and 
management. Supporting W3C VCs, ISO 18013-5/7 (mDL/mdoc), AnonCreds, SD-JWT, and OID4VC/OID4VP, 
Proven gives enterprises and governments a single integration point for interoperable, privacy-preserving 
identity verification. Today, Indicio Proven powers credential infrastructure for financial services, government, 
travel, and healthcare organizations worldwide.  
 

• Holdr+ SDK and Design Toolbox gives organizations the tools to build branded, multi-format digital wallet 
experiences. Holdr+ supports the full spectrum of credential formats, allowing a single wallet to hold and 
present government-issued IDs, financial credentials, travel documents, and enterprise access credentials side 
by side. The Design Toolbox provides a complete UI framework so organizations can ship a polished wallet 
experience under their own brand.  

Indicio works with financial institutions, government agencies, travel providers, and technology partners to deploy 
identity infrastructure that reduces fraud, simplifies compliance, and puts people in control of their own data. 

For more information, please visit www.indicio.tech. 

 


