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Zero Trust and Decentralized Identity emerged as 
responses to the escalating problems of data breaches 
and identity theft. 

Zero Trust

● Trust no one inside or outside a network security perimeter.

● Continuously verify for access to all network resources.

● Make access to network resources narrow.  

Decentralized Identity

● People hold and share data using verifiable credentials. 

● No need for centralized databases to store personal data.

● Cryptography and digital signatures authenticate the source 
of the credential and indicate if it has been altered. 

● No need for logins and passwords. 

● Devices and apps can be bound with biometrics and 
liveness checks.

Overview
By combining Zero Trust and Decentralized Identity, a 
network can be certain of the identities of those trying to access 
its systems and can manage continuous verification in a 
maximally frictionless way. 

Blocker: Security and identity teams often have different 
organizational responsibilities when a strong security posture 
means that identity and security are inseparable. 

Solution: Implementing decentralized identity and verifiable 
credentials allow Zero Trust to be fully embraced, implemented, 
and extended.

Recommendation: Indicio Proven®is a complete, interoperable 
solution for decentralized identity and verifiable credentials that 
is quick to deploy, easy to scale, and works with any existing 
system.
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What happens if an employee or user’s identity has been 
stolen or faked? 

● Storing personal data in centralized databases for identity 
and access management puts masses of identity data at risk 
of theft. 

● The reliance on email usernames and passwords as login 
credentials provides a constant route for phishing attacks

● Usernames, passwords, multi-factor authentication deliver 
poor user experiences when expectations are for 
contactless and seamless processes.  

● All it takes is one user identity to be compromised to breach 
a security perimeter.

● Centralized identities are a permanent risk in any Zero Trust 
implementation.

● Only Decentralized Identity can provide the authentication 
needed for Zero Trust to be truly effective.

● Decentralized Identity can manage biometric authentication 
in a way that addresses challenge of generative AI.

The critical challenges for Zero Trust

The White House, through Executive Order (EO) 
14028, ‘Improving the Nation's Cybersecurity,’ has 
pushed government agencies to adopt Zero Trust 
cybersecurity principles — link.

https://www.cisa.gov/sites/default/files/2023-04/CISA_Zero_Trust_Maturity_Model_Version_2_508c.pdf


What is 
Decentralized Identity?
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People, organizations, and devices can hold their own 
identity data by using verifiable credentials. And they can 
prove they own these credentials. This makes identity and 
access management more secure and more easily locked 
down as data doesn’t need to be replicated everywhere.

A verifiable credential is like a container that can seal any 
kind of digital information. 

● The source of the container is always knowable.

● The contents of the container cannot be altered without 
breaking the seal. 

● A trusted source means trustworthy contents.

● Decentralized identity makes trust portable.

● Portable trust enables immediate action, automated 
decision making

● Verifiable credentials are reusable — they can be 
programmed to expire, and they also can be revoked.

Decentralized Identity is implemented using 
verifiable credentials
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How a verifiable credential for employee 
access works in six steps

2. Accept and hold
The employee accepts the credential and it is 

downloaded to a digital wallet. 

5. Distributed ledger 
No personal data is stored on the 

network. Goodbye to data breaches, 
GDPR headaches.

4. Verify
Anyone, anywhere, at anytime can verify 

the source of the container and the 
integrity of the data by through 

cryptography and digital signatures on a 
distributed ledger network

3. Share 
Identity and data can be securely shared 

over and over again without direct 
database integrations or third parties. 

1.  Issue
Having onboarded an employee, 

a company offers a verifiable 
credential (by sending a link or 

QR code) 

6. Security
The origin of the container can’t be 

faked; the data inside can’t be 
altered without breaking the 

container. 
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Go from any system to every system
Act immediately on verified data and identities

Verifiable credentials can be used to share data and identity 
across systems without the need for direct integration



Using Indicio Proven® 
for Zero Trust
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Indicio Proven® is the leading global solution for 
implementing a company’s Zero Trust architecture 
using verifiable credentials

Quickly verify 
information about 
employees with 
tamper-proof 
verifiable digital 
credentials.

Manage 
employment status 
of contractors and 
gig workers no 
matter where they 
are located.

Revoke or reissue 
credentials if they 
expire, the 
employee leaves 
the company, or if a 
security issue is 
identified.

Credentials can also 
be used to simplify 
enrollment with 
external payroll and 
benefits providers.
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through digital signatures
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3. Presents 
employee verifiable 

credential

Cryptographic trust
without direct integration

Issuer Agent

Mobile 
Agent

Verifier Agent

Whether entering a facility, accessing a 
network resource, or a zoom meeting, a 
verifiable credential provides seamless, 
fraud-resistant authentication.

Verifiable credentials are anchored to 
decentralized identifiers or “DIDs.”  DIDs 
refer to people, organizations, devices and 
allow identity to be decoupled from 
centralized registries, identify providers, or 
certificate authorities and be under the 
control of the DID owner.

For more on DIDs and how they transform 
identity, see Indicio’s  A Beginner’s Guide to 
Decentralized Identity and Verifiable Data 
and the W3C DID specification.

The distributed ledger provides keys and 
schemas for instantaneous cryptographic 
validation of the credential. 

1. Verify every employee or user

Issuer Agent

https://indicio.tech/library/beginners-guide-decentralized-identity/
https://indicio.tech/library/beginners-guide-decentralized-identity/
https://www.w3.org/TR/did-core/
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Liveness and biometric checks 
implemented during credential issuance 
control access to both the employee’s 
device and their digital wallet.

Biometrics for 
access

2. Validate devices
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Employer Employer

Distributed Ledger Network

VC

Presents employee 
verifiable credential

Issuer Agent

Mobile 
Agent

Verifier Agent

Access and micro segmentation can be 
managed in different ways. Use different 
credentials for different employees or use 
governance rules published and stored in  
the verifier agent software to control 
specific access points.

Indicio Proven® comes with a governance 
editor for writing governance rules and a 
governance interpreter for 
operationalizing them. 

This means that information flows and 
decision-making can be automated.

3. Limit access (and automated 
decision making)

Network assets

Issuer Agent



Take the next step in Zero Trust 
with Decentralized Identity
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Decentralized identity technology removes the Achilles 
heel of centralized identity from Zero Trust and it 
provides an efficient, effective, and easily implementable 
way to meet the need for continuous authentication. 

In “completing” Zero Trust, decentralized identity also allows 
Zero Trust to be extended beyond network security — to see 
everything as a continuously evolving system of overlapping 
networks sharing verifiable data through verifiable identities. 

People, companies, organizations, government agencies, and 
connected devices can all be continuously verified and hold and 
share verifiable data. 

Indicio Proven’s® award-winning technology is the choice of 
global enterprises who need flexible, interoperable, and 
powerful verifiable data and identity solutions that will work with 
any system and at any scale. Contact us to learn more, see a 
demo, workshop your path to getting the most out of Zero Trust 
and Decentralized Identity.

Zero Trust + Decentralized Identity = 
digital transformation

“The ability to confidently and 
continuously authenticate identity and 
data realizes the original vision of the 
internet and brings us to the next stage of 
the web — an open digital landscape for 
people and organizations to connect, 
trust, and prosper.”

            — Heather Dahl, CEO, Indicio   
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Resources

Want to understand the basics of Decentralized Identity? Check 
out Indicio’s A Beginner’s Guide to Decentralized Identity and 
Verifiable Data

Dr. Chase Cunningham — “Dr. Zero Trust” writes for the Indicio 
Blog on Decentralization and the Future of Enterprise Security. 
Also, listen to — Dr. Zero Trust’s Podcast

Key Indicio articles on Decentralized Identity, Zero Trust, and enterprise security.

Zero-Trust Practices with DIDComm - Indicio

How Verifiable Credentials Can Handle the Threat of Deepfakes in KYC - Indicio

The Indicio Proven Blueprint for Creating a Trusted Data Strategy

https://indicio.tech/library/beginners-guide-decentralized-identity/
https://indicio.tech/library/beginners-guide-decentralized-identity/
https://indicio.tech/decentralization-and-the-future-of-enterprise-security/
https://podcasters.spotify.com/pod/show/chase-cunningham8/episodes/SafeliShare-and-safe-LLMs-e2jamij
https://indicio.tech/zero-trust-practices-with-didcomm/
https://indicio.tech/how-verifiable-credentials-can-handle-the-threat-of-deepfakes-in-kyc/
https://indicio.tech/the-indicio-proven-blueprint-for-creating-a-trusted-data-strategy/
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Version history
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V1.01 published 05-17-24 
P2: Edit on date of emergence — Zero Trust emerged in early 2000s; 
decentralized identity emerged around 2016.

P5: Edited to remove suggestion that organizations can do away with 
any kind of account systems for employees.
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